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A. PURPOSE

The purpose of this policy is to outline approgiase of Information Technology Resources owned,
leased, controlled and/or operated by the Universit

B. APPLICATION

This policy applies to all individuals who have heganted a NetID and/or Banner account by the
University.

This policy does not replace other policies, praced or guidelines concerning the use of specilfic |
Resources or data management but rather setsnmniraum standard of acceptable use.

C. DEFINITIONS

In this Policy,
“User Account” means a NetID and/or Banner act@sued by the University;
“Information Technology Resources”, or “IT Resow'teneans computing equipment,
peripherals, facilities, networks or systems owrtedsed, controlled or operated by the
University, including those purchased through regeéunds;
“User” means an individual who has been issueder Bccount.

D. POLICY

1.0 Accounts

1.1 Authorized access to IT Resources requiresea Ascount. User Accounts are non-
transferrable.

1.2 Users are responsible for any and all usesenf User Account and are expected to take
reasonable steps to ensure the security of their Alscount.



2.0 Acceptable Use

2.1 Users shall use IT Resources for authorizedgaas only.

2.2 No User shall use IT Resources for any disvepar unauthorized purpose, or in a manner that
violates any law, University regulations, policasprocedures. Examples of unacceptable uses
of IT Resources include, but are not limited t@ tbllowing:
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2.2.3

224

2.2.5

2.2.6

2.2.7

2.2.8

2.2.9

using another person’s User Account, or mregenting themselves as another User;
disclosing passwords or other access codegnasl to themselves or others;
interfering with the normal operation of [E$durces by, among other things,
unauthorized network interception, network trafflopding the network with

messages, sending chain letters or pyramid salanis

copying, removing or distributing proprietagftware and/or data without
authorization;

breaching terms and conditions of softwarenising agreements;

accessing, displaying, transmitting, or otli®e making available information that is
discriminatory, obscene, abusive, derogatory, lsamgr otherwise objectionable in a
university setting;

destroying, misplacing, misfiling, or renaerinoperable any stored information on a
University administered computer or other inforraatstorage, processing or retrieval
system;

using IT Resources for profit or commercaihgand

attempting to or circumventing security faieis on any system or network.

3.0 Consequences of Unacceptable Use

3.1

3.2

If there is reason to suspect that a User hastewblis policy, the Assistant Vice-President,
Information Technology Services or the Informat®ecurity Manager may temporarily revoke
or restrict User Account access privileges of asgiJpending further investigation by the
Information Security Manager.

To aid in the investigation of a suspected violaid this policy, the Information Security
Manager may examine a User’s User Account inforomaincluding, but not limited to, emails,
files, and any other material or data connectet ¢ User Account, provided that s/he obtains
the Assistant Vice-President Information Technol&gyvices’ prior written approval. If the

User in issue works within the Information Techrmpl&@ervices Department, then approval must
be obtained from the President.
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3.3 If the investigation concludes that a violatadrihis policy has occurred, the Assistant Vice-
President Information Technology Services may idssuspend or revoke the User’s access to
any or all of the University’s IT Resources, andyma

3.3.1 inthe case of students, initiate disciplinary g®dings under the Code of Student
Conduct; or

3.3.2 inthe case of employees, refer the matter foridenation of discipline in accordance
with applicable collective agreements or humanuss®policies, as appropriate.



